Managing Event Alerts in Your Reports - An SBS Monitoring Feature
Enhancement
One of the most requested features for the SBS Monitoring component of Windows SBS 2008 and Windows

SBS 2011 Standard is the ability to control and filter unwanted errors from the event logs section of the
reports.

There are a number of known events that can be safely ignored. Also depending on the particular
environment you might have your own list of events you want to ignore. You cannot accomplish this with

the built-in, out-of-box, functionality.

This, as-is solution, was built by engineers from the SBS support team and is aimed at improving the
functionality and effectiveness of the SBS Monitoring reports.

The relevant portion of a detailed report from SBS 2011 standard before installing the new functionality:

EWML@ Error &%
&3 Number of critical events on the server: 12
Event Source Event ID Last Ocourence Total Ocourences
Microsoft-Windows-CAPI2 4107 1/10/2012 2:55:14 PM 48

Event Details:  Failed exdract of third-party root st from suto updaste cab at:
=hitp: e downlosd awindowsupdate com fmedownload fupdate fv 2 fStatic frustedr fen fauthrootst cab = with errory & required certificate
iz mot within itz walidity period when werifying against the current system clock or the timestsmnp in the sigred file, .

WinRM 142 1/10f2012 2:30:00 P 238
Evert Detailz:  WSMan operation SignalShell Failed, error code 995

MsExchange CrdletLogs & 1/10/2012 2:30:00 PM o4
Event Datails:  Cmdlet Failed. Cmdlet Get-User, parameters {1dentiby=NT AUTHORITY\SYSTEM}.

WinRM 129 1/10/2012 2;30:00 PM BS
Ewent Detail:  Received the resporse from Metwork layer; status: 401 (HTTP_STATUS_DENIED)

ae 10016 1/10/2012 2:07:19 PM 37

Ewent Details:  The application-specific permizsion settings do not grant Local Activation permission For the COM Server application with
CLSID {B1730644-F 196~ 11D0-9953-00CHFTI 130 1 and APPID {6 1735644-F1%6- 1 100-9353-00C04F0A 19C 1) to the user HT
AUTHORITYWNE TWORK SERVICE SID (5-1-5-20) from address LocalHost (Using LRPC]. This security permission can be modified using the
Comporsnt Services adminitrative togl.

The same report with the feature installed using the default exclusions:

Error &3

&4 Number of critical events on the server: 5
Event Source Event ID Last Occurence Totdl Occurences

MSExchange OWA 54 1/10/2012 2:07:19 PM 4
Ewent Detalls:  The Active Directory syttem configuration seszion couldn™t be retrieved. Exceplion meszage: "Web object
"TIS: {fCONTOSO-SERVER .conbosoulocal M ESWE f1 ROOT can™ be found ",

PowerShel 32784 1/10/2012 1:57:58 PM 2

Ewent Dretalls:  Runspace 1d: 43belifb3-Se02-48b5-459d-c 34 1dfbicads Plpeline 1d: Gi0m0000-0000-H000-0000-0m0000G000000 . WEkan
reported an error with error code: -2144108453, Errar message: Chosing remote server shell instance Failed with the following error

meszage 1 The Windows Remobe Shall cannct process the request; the selector value 06400470 -4D0E-4265-2 LAR-EC ITAFETEREE specified in
the request was not found., For more information, sea the sbout_Remote_Troubleshooting Help topic, StackTrace: enull=

WM 135 1/10/2012 1:57:20 PM 1
Ewand Detaik;  Re-sending the request as a result of ERROR_WINHTTP_CAMMOT _COMMECT, using next proxy
Apphcation Ermor 1000 1/10/2012 1:56:54 PM i

Eward Dwtails;  Faulting application narve: wiwp.ase, version: 7.5.7600,16385, time stamp: IxdaSbadieb Faulting moduls nama;
KERMELEASE dll, wersion: 6.1.7600, 16850, lirs shamp: Oxde211ds] Excephion code: Dxeld2dfed Fault offpet: Ox0000000000005584d Faulting
procezs idi 0x370 Faulting sppcation start time: Oxd IecbbSfefia3edd Faulling spplication patht cipandows\systemE2iinelsr iy Bwp exe
Faulting module path: Cwindowsisystem3IZ\KERNELBASE ol Report Id: 3e3f3201-3beS-11e1-b5a7-0019b945 1843
WindowslpdateCient 25 1/10/2012 2:12:33 AM 1

Ewert Delails:  Windows Update Failed o check for updates wilh error GxB0072ee2,
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Notice how the critical event count went from 12 to 5, and unimportant DCOM and WinRM events have
been hidden.

How it works

This solution configures a database table with a number of source:event combinations (known as exclusions)
that need not be collected from the event logs, for example: DCOM 10016. Upon installing the solution a
default set of exclusions are added depending on the version of SBS and the existing instances that have
already been collected are removed. The same is true when a new exclusion is added manually, existing
source:events instances will be deleted.

Upon removing an exclusion or uninstalling the solution, the process of collecting all events will resume and
only after the event is experienced again it will then be collected and will appear on the report.

Installation and Usage

1. Download and extract the SBSAlertsCleanup package which is hosted on the SBS Support Team'’s
SkyDrive.

Open the location of the extracted files and then the properties of SBSAlertsCleanup.psl file.
Unblock the file if the option is shown. Note: you do not need to do this to the .sql files.

Launch an elevated PowerShell prompt.

From PowerShell, browse to the folder where you extracted the files.

From PowerShell, run:

.\SBSAlertsCleanup.psl —Action install [enter]

oA wWwN

You will see “Changed database context to ‘SBSMonitoring’

Listing current Exclusions
\SBSAlertsCleanup.psl —Action ListExclusions

ID Event Source

1129 WinRM

2 142 WinRM

3 4107 Microsoft-Windows-CAPI2
410016 DCOM

510009 DCOM

6 5586 SharePoint Foundation
7 6772 SharePoint Foundation
8 6398 SharePoint Foundation
9 8 MSExchange CmdletLogs
10 6 MSExchange CmdletLogs

Removing an Exclusion

This is a 2 part process, first you have to list the current exclusions, and then we can pick which one to
remove.

\SBSAlertsCleanup.ps1 —Action ListExclusions

ID Event Source

1129 WinRM
2 142 WinRM
3 4107 Microsoft-Windows-CAPI2
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410016 DCOM

510009 DCOM

6 5586 SharePoint Foundation
7 6772 SharePoint Foundation
8 6398 SharePoint Foundation
9 8 MSExchange CmdletLogs
10 6 MSExchange CmdletLogs

.\SBSAlertsCleanup.ps1 —-Action RemoveExclusion -ID 1
Removing Exclusion for Source: WinRM, EventID: 129

To confirm:
.\SBSAlertsCleanup.ps1 —Action ListExclusions

ID Event Source

2 142 WinRM

3 4107 Microsoft-Windows-CAPI2
410016 DCOM

510009 DCOM

6 5586 SharePoint Foundation

7 6772 SharePoint Foundation

8 6398 SharePoint Foundation

9 8 MSExchange CmdletLogs

10 6 MSExchange CmdletLogs

Adding an Exclusion

This is a 2 part process, first you have to list the available instances of events that have already been
collected, and then we can pick which one to exclude.

\SBSAlertsCleanup.psl —Action ListEvents

ID Event Source

346141 11 Disk

349778 13 Server Infrastructure Licensing
349779 14 Server Infrastructure Licensing
349781 15 Server Infrastructure Licensing
349552 25 WindowsUpdateClient
349832 54 MSExchange OWA

349827 135 WinRM

349795 502 Windows Small Business Server 2011 Standard
349809 1000 Application Error

343153 1016 DhcpServer

342822 2002 ESENT

348341 2007 ESE

342823 2007 ESENT

Let's say that the administrator was been receiving several events for WindowsUpdateClient 25 on a regular
basis. The admin has investigated this event and determined that it is not cause for concern on their
network and they would no longer like to be notified about this event. The admin can do the following to
exclude this event from the report:

\SBSAlertsCleanup.ps1 —-Action AddExclusion -ID 349552

Adding Exclusion for Source: WindowsUpdateClient, EventID: 25
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To confirm:
\SBSAlertsCleanup.psl —Action ListExclusions

ID Event Source

2 142 WinRM

3 4107 Microsoft-Windows-CAPI2
410016 DCOM

510009 DCOM

6 5586 SharePoint Foundation
7 6772 SharePoint Foundation
8 6398 SharePoint Foundation
9 8 MSExchange CmdletLogs
10 6 MSExchange CmdletLogs
11 25 WindowsUpdateClient

Uninstalling

Upon removing an exclusion or uninstalling the product, the process of collecting all events will resume and
only after the event is experienced again it will then be collected and will appear on the report.

.\SBSAlertsCleanup.psl —Action Uninstall

Default set of exclusions

We install a set of common exclusions for known events that are generally considered as ignorable. This
may not be the case for each and every server so you might have to tweak the list of exclusions, removing
and adding as needed as to make your reports show relevant errors that could be of interest for someone
administering the health of the server.

SBS 2008

e 10016 DCOM
e 10009 DCOM

SBS 2011 Standard

e 129 WinRM

e 142 WinRM

e 4107 Microsoft-Windows-CAPI2
e 10016 DCOM

e 10009 DCOM

e 5586 SharePoint Foundation

e 6772 SharePoint Foundation

e 6398 SharePoint Foundation

e 8 MSExchange CmdletLogs

e 6 MSExchange CmdletLogs

Hopefully, this simple enhancement can help you regain control of the reports and fine tune them to your
needs.
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